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Conformity Certificate
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pursuant to Article 20 par. 1 of REGULATION (EU) No. 910/2014"
valid from 30.09.2024 up to and including: 29.09.2026
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This is to certify

— pursuant to Article 20 par. 1 of REGULATION (EU) No. 910/2014 —
that the

Trust Service Provider
»SIGN8 GmbH*

provides the following trust services:

issuance qualified certificates for electronic signatures
issuance qualified certificates for electronic seals
management of remote QSCD for qualified el. signatures/seals
creation of qualified electronic timestamps

in accordance with the requirements of REGULATION (EU) No. 910/2014.

ed and registered under: TelekomSecurity.031.0315.U.12.2024
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BODY
i.V. Dr. Igor Furgel
Head of Certification Body

Deutsche Telekom Security GmbH — Certification Body — is an accredited Conformity Assessment Body (CAB).
DAKkS Registration No.: D-ZE-21631-01 (former Certification Body of T-Systems International GmbH, former registration
no.: D-ZE-12025-01).

(( DAKKS

Deutsche
Akkreditierungsstelle
D-ZE-21621-01-00

L REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC amended by
the REGULATION (EU) 2024/1183 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 11 April 2024 amending
Regulation (EU) No 910/2014 as regards establishing the European Digital Identity Framework

This Attachment No. 1 to Conformity Certificate consists of 18 pages.
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1.1

1.2

Object of the Conformity Assessment

Name of the Trust Service Provider

SIGN8 GmbH
Furstenrieder Stral’e 5
80687 Mlinchen
Germany

Internet: https://www.SIGN8.eu
Phone: +49 (0)89 / 2153 7472 000

e-mail: info@sign8.eu

Name(s) of the Qualified Trust Services Provided

SIGN8 qualified signatures certificate, SIGN8 qualified electronic signatures
certificate.

The names above represent merely different names of same trusted service for
marketing purposes.

SIGN8 qualified seal certificate, SIGN8 qualified electronic seal certificate.

The names above represent merely different names of same trusted service for
marketing purposes.

SIGN8 qualified remote signing, SIGN8 qualified electronic remote signing.

The names above represent merely different names of same trusted service for
marketing purposes.

SIGN8 qualified remote sealing, SIGN8 qualified electronic remote sealing.

The names above represent merely different names of same trusted service for
marketing purposes.

SIGN8 qualified timestamping, SIGN8 qualified electronic timestamping.

The names above represent merely different names of same trusted service for
marketing purposes.

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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1.3 Current Confirmation Status

SIGN8 GmbH (abbreviated as SIGN8) is a ‘qualified trust service provider (qTSP)
according to Art. 24 of the eIDAS Regulation?.

The last full conformity assessment according to Article 20(1) of the
elDAS Regulation was accomplished with issuing the conformity certificate
TelekomSecurity.031.0315.09.2024 as of 30.09.2024.

The present conformity re-assessment of the TSP according to Article 20(1) of the
elDAS Regulation as  documented here  (ID:  Attachment #1 to
TelekomSecurity.031.0315.09.2024) represents a confined re-assessment serving
the attainment of the status as a ‘qualified trust service provider’ according to Art. 24
of the elDAS Regulation for all qualified trust services offered by the qTSP in the
elDAS context.

The present re-assessment is based on

- the Service Provision Practice Statement, version 1.5 as of 25.11.2024
(not publicly available), and

- the Certificate Practice Statement, version 1.5 as of 25.11.2024 (publicly
available). This document is publicly available under
https://www.sign8.eu/trust.

and covers the following modifications of the above stated Practice Statements:

1) Externally visible changes that are (i) visible to TSP subscribers and (ii)
transparent for relying parties:

- The identification method “Verimi identity verification service™ provided by
Verimi GmbH is not used any more in the qualified operation of the qTSP.

- Other service certificates for the qualified electronic timestamping service are
in use.

2) Internal changes in the qualified operation that are fully transparent for (i)
TSP subscribers and for (ii) for relying parties, as well:

2 REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 23
July 2014 on electronic identification and trust services for electronic transactions in the internal market
and repealing Directive 1999/93/EC amended by the REGULATION (EU) 2024/1183 OF THE
EUROPEAN PARLIAMENT AND OF THE COUNCIL of 11 April 2024 amending Regulation (EU)
No 910/2014 as regards establishing the European Digital Identity Framework

3 The original name in German: ,Verimi Identitatsfeststellungsdienst*.

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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- Conformity of the qTSP SIGN8 GmbH and of the qualified trust services
provided by the qTSP to a set of ETSI- and DIN-standards is verified and
confirmed (additionally to the conformity to elDAS Regulation), see chapter 2
below for the list of the respective ETSI- and DIN-standards.

2. Reason for the Amendment

SIGN8 GmbH operates and provides the following trust services in the qualified TSP
operation as defined in eIDAS Regulation, Article 3

- issuing qualified certificates for electronic signatures (qualified trust service
— CA/QC),

- issuing qualified certificates for electronic seals (qualified trust service -
CA/QC),

- creating qualified electronic timestamps (qualified trust service -
TSA/QTST).

The TSP also provides qualified remote (server) signing service for TSP’s
subscribers for generation qualified electronic signatures and seals, i.e.

- generating and managing signature/seal creation data on behalf of
subscribers (qualified trust service — RemoteQSigCDManagement/Q),
and

- generating qualified electronic signatures and seals based on
signature/seal creation data managed by TSP on behalf of subscribers
(qualified trust service — RemoteQSealCDManagement/Q).

The remote signing service for TSP’s subscribers corresponds with the particular
trust service type for remote signing

URI: http://uri.etsi.org/TrstSvc/Svctype/RemoteQSigCDManagement/Q as defined
by ETSI TS 119 612 v2.3.1, sec. 5.5.1.1.

The remote sealing service for TSP’s subscribers corresponds with the particular
trust service type for remote sealing

URI: http://uri.etsi.org/TrstSvc/Svctype/RemoteQSealCDManagement/Q as defined
by ETSI TS 119612 v2.3.1, sec. 5.5.1.1.

Signature/seal creation data generated and managed by the TSP on behalf of
subscribes can be used by TSP’s subscribers within the remote signing service
provided by the TSP to its subscribers.

Besides this, the TSP also issues portable qualified secure signature/seal creation
devices (QSCD) — so called eToken in USB-stick form factor — to TSP’s subscribers.

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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These devices acting as qSCD for generating qualified electronic signatures locally
are “IDPrime 940” and “IDPrime 940C” (contact interface) as well as “IDPrime 3940”
and “IDPrime 3940C” (dual interface).

A detailed description of qualified trust services provided by the TSP is given in the
reference certificate TelekomSecurity.031.0315.09.2024 as of 30.09.2024 and in all
previous Attachments, if any, as listed in sec. 1.3 above and shall be regarded to.

The following changes in the TSP operation have occurred in the meantime and are
the reason for this Attachment #1 to the Certificate
TelekomSecurity.031.0315.09.2024:

(i) Conformity of the qTSP SIGN8 GmbH and of the qualified trust services
provided by the qTSP to the following ETSI- and DIN-standards is verified and
confirmed (additionally to the conformity to elDAS Regulation as stated in
sec. 1.3 above):

1. ETSI EN 319 401 V3.1.0 (2024-03) Electronic Signatures and Trust
Infrastructures (ESI); General Policy Requirements for Trust Service
Providers.

2. ETSI EN 319 411 Electronic Signatures and Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates:

= ETSIEN 319411-1V1.4.1 (2023-10) Part 1: General requirements.

= ETSI EN 319 411-2 V2.5.1 (2023-10) Part 2: Requirements for trust
service providers issuing EU qualified certificates.

3. ETSI EN 319 412 Electronic Signatures and Infrastructures (ESI);
Certificate Profiles:

= ETSI EN 319 412-1 V1.5.1 (2023-09) Part 1: Overview and common
data structures.

= ETSI EN 319 412-2 V2.3.1 (2023-09) Part 2: Certificate profile for
certificates issued to natural persons.

= ETSI EN 319 412-3 V1.3.1 (2023-09) Part 3: Certificate profile for
certificates issued to legal persons.

= ETSIEN 319 412-5V2.4.1 (2023-09) Part 5: QCStatements.

4. ETSI EN 319 421 V1.21 (2023-05) Electronic Signatures and
Infrastructures (ESI); Policy and Security Requirements for Trust Service
Providers issuing Timestamps.

5. ETSI EN 319 422 V1.1.1 (2016-03) Electronic Signatures and
Infrastructures (ESI); Time-stamping protocol and time-stamp token profiles.

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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(ii)

(iii)

6. DIN EN 419 241-1:2018-09 Trustworthy Systems Supporting Server
Signing — Part 1: General System Security Requirements.

7. TS-119-431-1 V1.2.1 (2021-05) Electronic Signatures and Infrastructures
(ESI); Policy and security requirements for trust service providers; Part 1: TSP
service components operating a remote QSCD / SCDev.

The identification method “Verimi identity verification service™ provided by
Verimi GmbH is not used any more in the qualified operation of the qTSP.

Other service certificates for the qualified electronic timestamping service are
in use.

Each qualified trust service covered by the current conformity assessment is
identified by the service certificate information, which is unambiguously assignable
to each single trust service.

This

service certificate information is summarised below, whereby -certificates

tagged as ‘for verification only’ or ‘expired, if any, shall be kept on trusted lists for
enabling a long period verification.

The TSP operates the following PKls as single branches of the ‘SIGN8 PKI’:

PKI 1%t Generation [CA 01 for QC]: The list of the respective service
certificate information for all qualified trust services provided by the TSP
using the “PKI 1%t Generation [CA 01 for QC]” has remained unchanged and
is given in the reference certificate TelekomSecurity.031.0315.09.2024 as of
30.09.2024 and in all previous Attachments, if any, as listed in sec. 1.3
above and shall be regarded to.

PKI 2" Generation [CA 03 and CA 04 for QC]: The list of the respective
service certificate information for all qualified trust services provided by the
TSP using the “PKI 2" Generation [CA 03 and CA 04 for QC]” has remained
unchanged and is given in the reference certificate
TelekomSecurity.031.0315.09.2024 as of 30.09.2024 and in all previous
Attachments, if any, as listed in sec. 1.3 above and shall be regarded to.

PKI 2" Generation [CA 01 and CA 02 for QTST]: The list of the respective
service certificate information for all qualified trust services provided by the
TSP using the “PKI 2" Generation [CA 01 and CA 02 for QTST]” has
changed and is given below.

4 The original name in German: ,Verimi ldentitatsfeststellungsdienst®.

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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PKI 2" Generation [CA 01 and CA 02 for QTST]:

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSvec/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificates (SIGN8 TIMESTAMP CA 01)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 TIMESTAMP CA 01 HEX :

629D7A4480DCD113492E32517F46A000F6582630
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412208

Baseb64:

MIIGQDCCBCigAWIBAGIUYpl6RIDCORNJIL)JIRE0agAPZYJJAWDQYIKoZIhveNAQEN
BOAWgYoxCzAJBgGNVBAYTAKRFMRAWDGYDVQQIDAACYXZhcml hMRMwEQY DVQOKDAPT
SUJOOCBHbWJIIMRQWEGYDVQRhDAtERTMOOTk3NZzg4MjEeMBwGALUECWWVUOLHT S gg
R21iSCBSTO9UIENBIDAXMR4WHAYDVQOQDDBVTSUAOOCBHOWIIIFJPT1QgQ0EGMDEwW

HhcNMJjOxMTEOMTMyNDE5WhcNMz kxMTExXMTMyNDES5WjB+MQswCQYDVQQGEWJERTET

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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MBEGA1UECQwKUO1HTjggR211iSDEXMBUGALUECWWOVHJ1c3QgU2VydmljZXMxITAE
BgNVBGEMGES5UUKRFLURFRDI2MDEFWLkhSQjI3MTU3MzEeMBwGA1UEAwwVUO1HT jgg
VE1INRVNUQU1QIENBIDAXMIICIjANBgkghkiGOwOBAQEFAAOCAG8AMIICCgKCAGEA
wRKin0igDj/Y6cF8cSTyMF6b0ufKt1K7hCr/p6s9g+2rtWz0OTh/mm7g8+K2sLtXp
tVT18L82£fJ0yjdkZ1rW2CNyxmNdhLdNz4IOMbR4yzStOMrx1PC+RZfIjBRZNmanw
GJoHUFr9iau2Yt32RMWOO7H+gkhchJd81vz1ZGGYVLbe39cUafNxLOtw+BK8b+AJH
JZnkrIeiGhéxypuvpKyx/ouBOqJd0oixCGZsrlHch4S6mw2yoVSebdUS5Kmgl 9ROhI£SobbJAzZDNHVKOQICG4AXztxFpT88HP+Ydc5g+N60oW1lG1XnC
PSsAA14iVcIfsWSp6F+uggOfm30xSCRRLKUgktOwF8P91tjVIUwWyESYOICV+WAh+
LNWIJjZ/8mz5NncbmfUng8WR12vi4dW3dUkg3y+7PdviurNyPdvhlQ+cJIJmAMnHun3x
TNRiRDyFLjUCcr4Ho34798gBDegGt00h5zAXTxNOBEES85kd6H1Ki1W/ 0ez2vdFo
AOm1Z8IgdtXpDODAG4hY8/ZuWdoxTFwv/118sBNPzDF8xydwRAEKFVAL1fLcMzrj
hxw6DUdzdWFEwi2YUv0l+mZgapi9Z2HaXUDT fHPap/mhmPGgH2PHO7dZpXIQXKoUY
OVVxXwMhtCDUYIs50spsciKJIG3E=

Table 1: ,,SIGN8 PKI TIMESTAMP 2" GEN CA 01“: Certificates for the trust service
ITSAIQTST

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSvec/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificates (SIGN8 TIMESTAMP CA 02)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 TIMESTAMP CA 02 HEX :

] 629D7A4480DCD113492E32517F46A000F6582631
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412209

Base64:

MIIGQDCCBCigAwWIBAGIUYpl6RIDCORNJL]JRf0agAPZYJJEWDQYJIKoZIhveNAQEN
BOAwgYoxCzAJBgNVBAYTAKRFMRAwWDgYDVQQIDAACYXZhcmlhMRMwEQYDVQQOKDAPT
SUdAOOCBHbWJIIMROQWEgYDVQRhDAtERTMOOTk3Nzg4MjEeMBwGA1UECwWwVUO1HTjgg
R21iSCBSTO9UIENBIDAXMR4WHAYDVQQODDBVTSUJOOCBHPWIIIFJIPT1QgQOEgMDEwW
HhcNMjOxMTEOMTMyNzQ1WhcNMz kxMTExMTMyNzQ1WjB+MOswCQYDVQQOGEWJERTET
MBEGA1UECQwKUO1HTjggR211iSDEXMBUGALUECWWOVHJ1c3QgU2VydmljZXMxITAE
BgNVBGEMGES5UUKRFLURFRDI2MDEFWLkhSQjI3MTU3MzEeMBwGA1UEAwwVUO1HT jgg
VE1NRVNUQU1QIENBIDAYMIICIJANBgkghkiGOwOBAQEFAAOCAG8AMIICCGKCAGEA
x008xqtvfLgruFREbIDVZgGib0BSb7BXREILX0+AVvGy0yiXFLGZkTUNul 8bJKer
x3UEjBFx6Jhkt £SRCVa5x1sCSx4X4voROOutECETLaltLLLt/+T9cSYuYkA5ju74
Cs5uvsbWvoSd5DJIbl kabmKFmmvcJEOb) PRD8mMpaU8zvN11BeUaUl5M2GUCG5BOS
16d1Bn8Wol7kcGETZZc2xcevzKpubcQxEjeYiQMMgHTu/UanT9kInc9246JpZFMp
ZEDJBRFueLXS+LJ5LpQtXgfxikH04nat97Bz14LX0Y04CIS5dk6HcBeoXm/XcEVOm
JR385Q0YG58fMheTnCTohpwdYWhwD72eyexvEiNogU+mOLOr+AdjDGAQO1EPBvk8jS
INQ3RVFfbVLH1F719/192JdQdvQuDG07GX0AATmuz 1H6F53BZxCbB6wuMBOYk5sF
TclyTuRBwwZeHo4v5iAeT2fVoRzJI3G/gY10buyIL5nmSk21Ex/XL6Qf0sgSbWTxQ
cNgwR7tv8xohLOJW30]jzfD4xyRWKXYuLFXOmjQfSR4HFVFHixFfakZTiNkdSboba
MfQR/r+I0uxVIL++jWxN7K5z1Bkmvohn6luDtHI9Ea2ERwWX+UgqRWUXVenU308zyRV

uSalopW3YBGOUyDggXxYZ+PsSWCEO+1+1XMHajWyDZ 9UCAWEAAAOBGDCBPTAABgNY

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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HQ4EFgQUgjky7PtBIjju9MOs8Z8vw/dDs8wHwYDVROjBBgwFoAUY/B7DAu3J0HO
h3FRdu49YuD9nZQwEgYDVROTAQH/BAgwBgER/wIBADAOBgNVHQ8BAf8EBAMCAQYW
PwYDVROgBDgwNjAOBgsrBgEEAYPGVQEKADAIMCMGCCsGAQUFBwIBFhdodHRwczov
L3NpZ244LmV1L3RydXNOLzANBgkghkiG9wOBAQOFAAOCAgGEAhnMcXCKopBH2y /a8
KgFp8561gSXrbvKsO0bcmgHIwGBYgYWFRUMZGwhyASET3¢cXj1iR51yuwB7ymgM8ky
CASQ11/fmMMFnolsAPjdgQdHAf9TCVkEr881dsbO2wnzbRAi4corflr2hOH+Pgc3
MndlTW2aapuBgLzuhcsHx2nsFR11h5VCnCgFN7 fbJyY/1H5uRvmogqOf3V2Rm/hEh
88KYpd371kifNnOlDfSadMdoxtS1xiw2WOQWmWjvsH3YPD1cY+GVes9GenDv0Okkk
RFijBgal481kyzQRH09/8vDapB09PkKmsYSGGapFVsuCxQVuoEICqIIKiglVyOwy
PRWX7AVQOyITqyeO0rp305tKzHpK1ISNYGQd]jcu8FQDsK1ixg6Cl0zTQA93WC5mhgd
fahEH/eYhe/CxFnXADgfd+T6t1R+H7bE+TzUnkjIvad+3dtgly3fk2pwlyaeRFH+
+4PMtoKjmS07D4UAOEKOd2uWOnTZeA0+1Uaf4WvnlihGhfCimylI01Q/ydrKuCxX+
kBI3zNWzFBS/NtQFTIVAgXN1zoKO0gBnPZzqJurs9tsKfjiErInapxF+F4/tulylF
FayPJr+jjuglIpESf506mlzg02mt 9G2skVuWtK5gwHN8zzEpuuhSXiZNPOIrDvbN
5n9113Hn1xVSeQX8pbjRH] IbTWI=

Table 2: ,,SIGN8 PKI TIMESTAMP 2"? GEN CA 02“: Certificates for the trust service
ITSAIQTST

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svectype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£2e9361368938d60cbl4a682518cfc

Trust service certificate (SIGN8 TIMESTAMP CA 01)

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 TIMESTAMP CA 01 HEX:

629D7A4480DCD113492E32517F46A000F6582630
TSL-registered

DEC:

56299296354627793590291301012466760275352
0412208

Baseb64: see Table 1 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=0OCSP SIGN8 TIMESTAMP CA 01 HEX: 5CCO00C1BD3B32F7

DEC: 6683342679121277687

Table 3: ,,SIGN8 PKI TIMESTAMP RSA 2" GEN CA01“: Certificates for the trust service
/Certstatus/OCSP/QC

Service type identifier | URI:

according to ETSI TS 119 612 | http://uri.etsi.org/TrstSvc/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:

42246788397512321127028279205021236244992287
6181

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificate (SIGN8 TIMESTAMP CA 02)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 TIMESTAMP CA 02 HEX:

629D7A4480DCD113492E32517F46A000F6582631
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412209

Baseb64: see Table 2 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=0OCSP SIGN8 TIMESTAMP CA 02 HEX: 74C03781832EDC6A

DEC: 8412785133319281770

Table 4: ,,SIGN8 PKI TIMESTAMP ECC 2" GEN CA 02“: Certificates for the trust
service /Certstatus/OCSP/QC

The TSP does not provide certificate revocation lists (CRLs). Therefore, there are no
corresponding trust service certificates for the trust service /Certstatus/CRL/QC.

In implementing the qualified trust services, SIGN8 GmbH draws on the services of
the following externally visible delegated third parties, whereby the TSP is liable for
third parties which it has commissioned with tasks according to Regulation (EU)
No. 910/2014 and according to the VDG, as for its own actions, see §6 VDG:

- ldentification of natural persons, whereby the latter can be either direct TSP’s
subscribers or the delegates of a legal person subscriber, see chap. 5 for details.

5 Gesetz zur Durchflihrung der Verordnung (EU) Nr. 910/2014 des Europaischen Parlaments und des Rates
vom 23. Juli 2014 Uber elektronische Identifizierung und Vertrauensdienste fir elektronische Transaktionen
im Binnenmarkt und zur Aufhebung der Richtlinie 1999/93/EG (BGBI. | S. 2745, Stand: 18.07.2017)
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A detailed information about the identification procedures and other customer
related questions can be directly requested from the TSP.

3. Certification Programme

The current conformity assessment procedure has been performed in accordance
with the Certification Program 031 ‘eIDAS TSP’ (accredited area) of the Certification
Body of Deutsche Telekom Security GmbH (Certification Programme 031)’.

The Certification Body of Telekom Security is a conformity assessment body as
provided by Article 3 paragraph 18 of the elDAS. The Certification Body of Telekom
Security is accredited by the German Accreditation Authority (DAKKS;
http://www.dakks.de/en, member of EA) for performing conformity assessment
(audit) according to the elDAS requirements and according to ETSI EN 319 4xx/5xx;
accreditation ID: D-ZE-21631-01-00 (former D-ZE-12025-01-00).

4. Assessment of the TSP’s Qualified Operation

The current basic documents of the trust service provider “SIGN8 GmbH” - version
1.5 as of 25.11.2024 of the Service Provision Practice Statement (not publicly
available) and version 1.5 as of 25.11.2024 of the Certificate Practice Statement
(publicly available) - are suitable for the operations of a qualified trust service
provider as defined by eIDAS Regulation.

The current basic documents of the trust service provider “SIGN8 GmbH” are
implemented accordingly in practice.

The trust service provider ,SIGN8 GmbH® operates the following trust services in
compliance with the relevant requirements of the current version of the
elDAS Regulation:

Description of the | ‘qualified trust service type’

trust service according to ETSI TS 119 612 V2.1.1, sec. 5.5.1
creating qualified | URI: http://uri.etsi.org/TrstSve/Svctype/CA/QC
certificates for

electronic signatures | URL:
http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

creating qualified | URI: http://uri.etsi.org/TrstSvc/Svctype/CA/QC
certificates for
electronic seals URIL:

TelekomSecurity.031.0315.U.12.2024 03.12.2024



Attachment No. 1 to Conformity Certificate TelekomSecurity.031.0315.09.2024

PUBLIC

page 14 of 18

Description of the
trust service

‘qualified trust service type’
according to ETSI TS 119 612 V2.1.1, sec. 5.5.1

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

creating qualified

electronic timestamp

URI: http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Description of the
trust service

‘qualified trust service type’
according to ETSI TS 119 612 V2.3.1, sec. 5.5.1

ETSI TS 119612 V2.3.1 is NOT covered by the
IMPLEMENTING DECISION (EU) 2015/1505 (Trusted
Lists)

The management of
remote qualified
electronic  signature
creation devices as a
qualified trust service
carried out by a
qualified trust service

provider

URI:
http://uri.etsi.org/TrstSvc/Svctype/RemoteQSigCDManage
ment/Q

The management of
remote qualified
electronic seal

creation devices as a
qualified trust service
carried out by a
qualified trust service

provider

URT:
http://uri.etsi.org/TrstSvc/Svctype/RemoteQSealCDManag
ement/Q

Table 5: Trust services provided in compliance with eIDAS Regulation

These determinations also apply to the fulfiiment of applicable requirements of the
VDG and the VDV® as well as to the fulfilment of applicable requirements of the
ETSI- and DIN-standards listed in chapter 2 above.

6 Vertrauensdiensteverordnung vom 15. Februar 2019 (BGBI. | S. 114; Stand: 15.02.2019)

TelekomSecurity.031.0315.U.12.2024 03.12.2024



PUBLIC

Attachment No. 1 to Conformity Certificate TelekomSecurity.031.0315.09.2024 page 15 of 18

5.

Integrated Modules

For implementing the trust services in scope, the TSP uses the following already
elDAS-confirmed qualified services provided by module operators as delegated third
parties, whereby single certified and not certified operational options of the modules
are exactly stated in each related Conformity Certificates for the modules.

A single module can be used by the TSP as exclusive or non-exclusive service
provided by the respective delegated third party (called ‘module provider’).

In case of the exclusive service by a module, the TSP shall use the module for the
provision of the qualified trust services listed in chap. 4, Table 5 above. Therefore,
the present Conformity Certificate covers the operation of the qualified trust services
listed in chap. 4, Table 5 above solely using the respective modules.

In case of the non-exclusive service by a module, the TSP may operatively decide
on the usage or non-usage of the module in the qualified TSP operation. Hence, the
present Conformity Certificate for the TSP covers the TSP operation with this
service as well as without it.

The table below represents a snapshot at the time of issuance of the present
Conformity Certificate. Precise information on the modules of the non-exclusive
services that are integrated by the TSP at a given time can be obtained from the
TSP.

TelekomSecurity.031.0315.U.12.2024 03.12.2024
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modul name

modul service

modul
provid
er

address

Conformity Certificate
acc. to elDAS

ID

valid
until

exclusive or
non-
exclusive
service by
the module

AusweislDent
Online

identification of

natural persons

Service name:
“Ausweis|Dent
Online”

i) in  compliance
with elDAS
Art. 24.1a (c)

ii) confirmed
assurance level:
‘substantial acc.
to Commission
Implementing
Regulation (EU)
2015/1502: not
applicable

D-Trust
GmbH

Kommanda
ntenstralie
15, 10969
Berlin,
Germany

97203.23

26.01.2025

non-exclusive

Nect Ident

identification of

natural persons

i) in  compliance
with elDAS Art.
24 1a (c)

ii) confirmed
assurance level:
‘substantial’ acc.
to Commission
Implementing
Regulation (EU)
2015/1502: not
applicable

iiiyin  compliance
with VDG § 11
para. 3

Nect
GmbH

Groler
Burstah 21
20457
Hamburg,
Germany

DSC.1269.07.
2023

14.07.2025

non-exclusive
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modul name

modul service

modul
provid
er

address

Conformity Certificate
acc. to eIDAS

exclusive or
non-

valid

= until

exclusive
service by
the module

cidaas ID

validator

identification of

natural persons

i) in  compliance
with elDAS Art.
24 1a (c)

ii) confirmed
assurance level:
‘substantial acc.
to Commission
Implementing
Regulation (EU)
2015/1502: not
applicable

iii)in  compliance
with VDG § 11
para. 3

Widas
ID
GmbH

Maybachstr
alde 2
71299
Wimsheim,
Germany

DSC.1350.10.

2023 15.10.2025

non-exclusive

Unattended
remote
identity
proofing with
automated
operation

identification of

natural persons

i) in  compliance
with elDAS Art.
24 1a (c)

ii) confirmed
assurance level:
‘substantial acc.
to Commission
Implementing
Regulation (EU)
2015/1502: not
applicable

iii)in  compliance
with ETSI TS

fidentity
AG

119 461

Waldeggstr
asse 30,
CH-3097
Liebefeld,
Switzerland

KPMG 215 /

2023 13.04.2025

non-exclusive
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6. Summary and Notes
1. The current basic documents of the trust service provider “SIGN8 GmbH”

- version 1.5 as of 25.11.2024 of the Service Provision Practice
Statement (not publicly available), and

- version 1.5 as of 25.11.2024 of the Certificate Practice Statement
(publicly available)

are suitable for the operation of a qualified trust service provider as defined by
elDAS Regulation and are implemented accordingly in practice.

This determination also applies to the fulfilment of applicable requirements of
the VDG and the VDV as well as to the fulfilment of applicable requirements of
the ETSI- and DIN-standards listed in chapter 2 above.

2. The trust service provider ,SIGN8 GmbH* operates the trust services listed in
chap. 4, Table 5 above in compliance with the relevant requirements of the
current version of the eIDAS Regulation.

This determination also applies to the fulfilment of applicable requirements of
the VDG and the VDV as well as to the fulfilment of applicable requirements of
the ETSI- and DIN-standards listed in chapter 2 above.

3. The present Attachment No.1 to the Conformity Certificate
TelekomSecurity.031.0315.09.2024 amends this Conformity Certificate.

4. Al provisions from the Conformity Certificate
TelekomSecurity.031.0315.09.2024 as well as from previous Attachments
shall continue to apply unless they have been revoked in the meantime by the
present Attachment or by previous Attachments, if any.

End of the Attachment No. 1 to Conformity Certificate
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